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Anonymity of KEM 

Indistinguishability (IND):

𝑠𝑘 , 𝑝𝑘 ← Kgen
𝑏 ← {0,1}

𝐶∗, 𝐾0
∗ ← Enc 𝑝𝑘
𝐾1
∗ ← 𝒦

𝑝𝑘

𝐶∗, 𝐾𝑏
∗

𝑠𝑘0, 𝑝𝑘0 ← KGen
𝑠𝑘1, 𝑝𝑘1 ← KGen

𝑏 ← {0,1}
𝐶∗, 𝐾∗ ← Encap(𝑝𝑘𝑏)

𝑝𝑘0, 𝑝𝑘1

𝐶∗, 𝐾∗

Anonymity (ANO):

Applications:

Zcash、anonymous credential systems

auction protocols、anonymous AKE

confidentiality confidentiality 



Public-Key Encryption/ key encapsulation mechanism Digital Signatures

CRYSTALS-KYBER(Standardization)

BIKE、Classic McEliece、HQC、SIKE （candidates）
CRYSTALS-Dilithium

FALCON

SPHINCS
+

FO Transformations ANO-CPA↝ ANO−CCA



Previous Works(ANO-CCA KEM)

FO Works
Underlying Security Additional 

HashwANO-CPA OW-CPA Additional Property

Implicit
[GMP22] ✓ ✓ SCFR-CPA ×

[Xagawa22] ✓ ✓ SDS-IND ×

Explicit [Xagawa22] ✓ ✓ SDS-IND ✓

Problems:

Hard to simulate: two dec oracles

Additional hash in the explicit case

Quantum Random 
Oracle Model

Random 
OracleΣ𝑥𝛼𝑥|𝑥〉 |𝑦〉 Σ𝑥𝛼𝑥|𝑥〉|𝑥, 𝑦⨁𝑂(𝑥)〉



Our Results



Results 

FO
Underlying Security Additional 

HashwANO-CPA OW-CPA Additional Property

Implicit ✓ ✓ 𝛾 − 𝑠𝑝𝑟𝑒𝑎𝑑𝑛𝑒𝑠𝑠 ×

Explicit ✓ ✓ 𝛾 − 𝑠𝑝𝑟𝑒𝑎𝑑𝑛𝑒𝑠𝑠 ×

KEM-DEM
Underlying Security

KEM DEM

Implicit wANO-CCA IND-CCA η-randomness INT−CTXT

Explicit wANO-CCA IND-CCA INT−CTXT

[Mohassel10] ANON-CCA WROB-CCA INT−CTXT



Technical Overview



Modular Analysis: T-trans & U-trans 

[HHK17]

• 𝑈 ∶ 𝑂𝑊−𝑞𝑃𝐶𝐴 → 𝐼𝑁𝐷−𝐶𝐶𝐴

• 𝑈⊥: 𝑂𝑊−𝑞𝑃𝐶𝑉𝐴 → 𝐼𝑁𝐷−𝐶𝐶𝐴

• 𝑇: 𝑂𝑊−𝐶𝑃𝐴 → 𝑂𝑊−𝑞𝑃𝐶𝐴

⊥

Our Works

• 𝑈 ∶ 𝑤𝐴𝑁𝑂−𝐶𝐶𝑂𝐴 → 𝐴𝑁𝑂−𝐶𝐶𝐴

• 𝑈⊥: 𝑤𝐴𝑁𝑂−𝐶𝐶𝑂𝑉𝐴 → 𝐴𝑁𝑂−𝐶𝐶𝐴

• 𝑇:𝑤𝐴𝑁𝑂−𝐶𝑃𝐴 → 𝑤𝐴𝑁𝑂−𝐶𝐶𝐴

⊥

𝐹𝑂 = 𝑈 ∘ 𝑇, 𝐹𝑂⊥ = 𝑈⊥ ∘ 𝑇⊥ ⊥

The transformation 𝑈⊥

The transformation 𝑇

The transformation 𝑈⊥



𝑈 : 𝑤𝐴𝑁𝑂-𝐶𝐶𝑂𝐴/𝑤𝐴𝑁𝑂-𝐶𝐶𝑂𝑉𝐴→𝐴𝑁𝑂-𝐶𝐶𝐴

𝑚, 𝑐
=Dom(𝐻)

Dom(ℎ𝑖)

Rng(𝐻)
= Rng(ℎ𝑖)

c = Enc 𝑝𝑘𝑖 , 𝑚

Enc 𝑝𝑘𝑖 ,∙ ℎ𝑖

𝐻



Enc 𝑝𝑘0, 𝑚 = 𝑐, Enc 𝑝𝑘1, 𝑚 ≠ 𝑐: ℎ0 𝑐

Enc 𝑝𝑘0, 𝑚 ≠ 𝑐, Enc 𝑝𝑘1, 𝑚 = 𝑐: ℎ1 𝑐

Enc 𝑝𝑘0, 𝑚 = 𝑐, Enc 𝑝𝑘1, 𝑚 = 𝑐: ℎ2 𝑐

Enc 𝑝𝑘0, 𝑚 ≠ 𝑐, Enc 𝑝𝑘1, 𝑚 ≠ 𝑐: ℎ3 𝑚, 𝑐

𝑈 : 𝑤𝐴𝑁𝑂-𝐶𝐶𝑂𝐴/𝑤𝐴𝑁𝑂-𝐶𝐶𝑂𝑉𝐴→𝐴𝑁𝑂-𝐶𝐶𝐴

𝐻 𝑚, 𝑐ℎ0 𝑐

ℎ1 𝑐
ℎ2 𝑐

ℎ3 𝑚, 𝑐

➢ The problem of responding 𝐷𝑒𝑐𝑎𝑝𝑠 𝑠𝑘𝑖 , 𝑐 with ℎ𝑖 𝑐

CCO 𝑝𝑘0, 𝑝𝑘1, 𝑐 = 1? [Dec 𝑠𝑘0, 𝑐 = Dec 𝑠𝑘1, 𝑐 ≠⊥]



𝑇 : 𝑤𝐴𝑁𝑂-𝐶𝑃𝐴→𝑤𝐴𝑁𝑂-𝐶𝐶𝐴 

Enc 𝑝𝑘0, 𝑚; 𝐺(𝑚) = 𝑐 Enc 𝑝𝑘1, 𝑚; 𝐺(𝑚) = 𝑐

[Zhandry20]: compressed oracle technique

[DFM+22]: online extraction technique



Q&A
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