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SQIsign in a nutshell
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l SQIsign

◦ Is the only isogeny-based digital signature in candidates of NIST standardization process

◦ Is Fiat-Shamir heuristic-type digital signature

◦ Has the most compact keys and signature size

◦ Exploits the Deuring correspondence

SQIsign in a nutshell
Fault attack on SQIsign

𝑗-invariant of a supersingular curve 𝐸 A maximal order in 𝐵!,# (𝒪 ≅ 𝐸𝑛𝑑(𝐸))

An isogeny 𝜑 : 𝐸$ 	→ 𝐸% An integral 𝒪$, 𝒪% -ideal

deg(𝜑) 𝑛𝑟𝑑(𝐼&)

𝜑 ∶ 𝐸$ → 𝐸%, 𝜓 ∶ 𝐸$ → 𝐸% Equivalent ideals 𝐼&	~	𝐼'
𝜓 ∘ 𝜑 ∶ 𝐸$ → 𝐸( → 𝐸% 𝐼'∘& = 𝐼& ⋅ 𝐼'

𝜑 ∗𝜓 ,  𝜓 ∗𝜑 𝐼& ∗
𝐼', 𝐼'

∗
𝐼&



5Cryptographic Algorithm Laboratory

l Key generation

SQIsign in a nutshell
Fault attack on SQIsign

𝝉𝒔𝒌

𝐸!

𝐸"#

𝒪!

𝒪"#

𝑰𝒔𝒌
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l Key generation

SQIsign in a nutshell
Fault attack on SQIsign

𝐸!

𝐸"#

𝒪!

𝒪"#

𝑰𝒔𝒌

Public key

Secret key
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l Sign – The commitment phase

SQIsign in a nutshell
Fault attack on SQIsign

𝐸$%&𝐸!

𝐸"#

𝝍𝒄𝒐𝒎
𝒪$%&𝒪!

𝒪"#

𝑰𝒄𝒐𝒎

𝑰𝒔𝒌
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l Sign – The challenge phase

SQIsign in a nutshell
Fault attack on SQIsign

𝐸$%&𝐸!

𝐸$'(𝐸"#

𝝍𝒄𝒐𝒎
𝒪$%&𝒪!

𝒪"#

𝑰𝒄𝒐𝒎

𝑰𝒔𝒌𝝋𝒄𝒉𝒍
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𝐸$%&𝐸!

𝐸$'(𝐸"#

𝝍𝒄𝒐𝒎
𝒪$%&𝒪!

𝒪"#

𝑰𝒄𝒐𝒎

𝑰𝒔𝒌𝝋𝒄𝒉𝒍

𝒪$'(∗
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l Sign – The challenge phase

SQIsign in a nutshell
Fault attack on SQIsign

𝐸$%&𝐸!

𝐸$'(𝐸"#

𝝍𝒄𝒐𝒎
𝒪$%&𝒪!

𝒪$'(𝒪"#

𝑰𝒄𝒉𝒍

𝑰𝒄𝒐𝒎

𝑰𝒔𝒌𝝋𝒄𝒉𝒍
= 𝑰𝒄𝒐𝒎 ∗𝑰𝒄𝒉𝒍∗
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l Sign – The response phase

SQIsign in a nutshell
Fault attack on SQIsign

𝐸$%&𝐸!

𝐸$'(𝐸"#

𝝍𝒄𝒐𝒎
𝒪$%&𝒪!

𝒪$'(𝒪"#

𝑰𝒄𝒉𝒍

𝑰𝒄𝒐𝒎

𝑰𝒔𝒌

𝑱𝒓𝒔𝒑 ≔ 𝑆𝑖𝑔𝑛𝑖𝑛𝑔𝐾𝐿𝑃𝑇(F𝑰𝒔𝒌𝑰𝒄𝒐𝒎𝑰𝒄𝒉𝒍)

𝝋𝒄𝒉𝒍
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l Sign – The response phase
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𝝈𝒓𝒔𝒑

𝒪$%&𝒪!

𝒪$'(𝒪"#

𝑰𝒄𝒉𝒍

𝑰𝒄𝒐𝒎
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Signature : (𝝈𝒓𝒔𝒑, 𝒉𝒊𝒏𝒕𝟏, 𝒉𝒊𝒏𝒕𝟐)
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l Verify

◦ Recover 𝐸456 from a part of a signature (𝜎7$!)

SQIsign in a nutshell
Fault attack on SQIsign

𝐸$'(𝐸"# 𝝈𝒓𝒔𝒑
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l Verify

◦ Recover 𝐸456 from a part of a signature (𝜎7$!)

◦ Recover 𝐸489:  using the torsion point information made deterministically from 𝑬𝒄𝒉𝒍 and ℎ𝑖𝑛𝑡; from a signature

SQIsign in a nutshell
Fault attack on SQIsign

𝐸$%&*

𝐸$'(𝐸"# 𝝈𝒓𝒔𝒑

L𝝋𝒄𝒉𝒍
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l Verify

◦ Recover 𝐸456 from a part of a signature (𝜎7$!)

◦ Recover 𝐸489:  using the torsion point information made deterministically from 𝑬𝒄𝒉𝒍 and ℎ𝑖𝑛𝑡; from a signature

◦ Check whether the verifier generates the challenge isogeny correctly by using the torsion information made from 𝑬𝒄𝒐𝒎:  , 

 𝒉𝒊𝒏𝒕𝟐 and the hashing of the message and 𝑬𝒄𝒐𝒎:

SQIsign in a nutshell
Fault attack on SQIsign

𝐸$%&*

𝐸$'(𝐸"# 𝝈𝒓𝒔𝒑

L𝝋𝒄𝒉𝒍
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A deterministic SQIsign A randomized SQIsign

SQIsign in a nutshell
Fault attack on SQIsign

𝐸$%&𝐸!
𝝍𝒄𝒐𝒎

VS

A deterministic
SQIsign

signing oracle
(𝒔𝒌)

Msg

Sign

A deterministic
SQIsign

signing oracle
(𝒔𝒌)

Msg

Sign

A randomized
SQIsign

signing oracle
(𝒔𝒌)

Msg

Sign

A randomized
SQIsign

signing oracle
(𝒔𝒌)

Msg

Sign’

The commitment isogeny is generated 
by hashing of secret key and the message

𝐸$%&𝐸!
𝝍𝒄𝒐𝒎

The commitment isogeny is generated 
by using a random number
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Fault attack?
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Fault attack
Fault attack on SQIsign

Oracle
(Secret Information)

Input

Faulty output

voltage, electromagnetic,
laser, software-based ...etc
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Fault attack
Fault attack on SQIsign

and so on...

Fault attacks on 
lattice-based 
cryptography
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Randomization Loop-abort

Fault attack
Fault attack on SQIsign

int a,b;
a = 1000;
b = a;

a : 1000
b : 684614321

int i;
for (i=0;i<100;i++){
 ...
}

i : 351635410

aborted!
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Fault attack
Fault attack on SQIsign

l 𝒏𝒕𝒉 order fault attack

(×𝟏) (×𝟐) (×𝒏)

…
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Fault vulnerabilities in SQIsign
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Loop-aborts while computing the commitment isogeny
Fault attack on SQIsign

𝐸$%&𝐸!
𝝍𝒄𝒐𝒎

𝒅𝒆𝒈 𝝍𝒄𝒐𝒎 = 𝒑𝟏
𝒆𝟏 ⋅ 𝒑𝟐

𝒆𝟐 ⋅⋅⋅ 𝒑𝒏
𝒆𝒏
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Loop-aborts while computing the commitment isogeny
Fault attack on SQIsign

𝐸$%&𝐸!
𝝍𝒄𝒐𝒎

𝐸$%&
+𝐸!

𝝍𝒄𝒐𝒎
𝒇

𝒅𝒆𝒈 𝝍𝒄𝒐𝒎 = 𝒑𝟏
𝒆𝟏 ⋅ 𝒑𝟐

𝒆𝟐 ⋅⋅⋅ 𝒑𝒏
𝒆𝒏

𝒅𝒆𝒈 𝝍𝒄𝒐𝒎
𝒇 = 𝒑𝟏

𝒆𝟏 ⋅ 𝒑𝟐
𝒆𝟐 ⋅⋅⋅ 𝒑

𝒊𝒇
𝒆𝒊𝒇
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Randomization while generating the commitment ideal
Fault attack on SQIsign

𝒪$%&𝒪!
𝑰𝒄𝒐𝒎

𝒏𝒓𝒅 𝑰𝒄𝒐𝒎 = 𝒅𝒆𝒈 𝝍𝒄𝒐𝒎
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Randomization while generating the commitment ideal
Fault attack on SQIsign

𝒪$%&𝒪!
𝑰𝒄𝒐𝒎

[Theorem	2]	

𝜑 𝐷!"#
𝐷!"#

$

< 𝑃 𝐼!"#
% = 𝒪& <

𝜑 𝐷!"#
𝐷!"#

	 	 Heuristically,

𝑃(𝐼!"#
% = 𝒪&) ≈

𝜑 𝐷!"#
𝐷!"#

'

𝑰𝒄𝒐𝒎
𝒇 : the faulty commitment ideal, 

𝐷!"# : the degree of a commitment isogeny, 
𝜑 : Euler’s totient function
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Randomization while generating the commitment ideal
Fault attack on SQIsign

𝒪$%&𝒪!
𝑰𝒄𝒐𝒎

𝒪!

𝑰𝒄𝒐𝒎
𝒇 = 𝒪F
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Attack scenarios
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l Goal  : Connect 𝑬𝟎 and 𝑬𝒑𝒌 via an isogeny à Equivalent secret key!

l Fault injection into commitment process to make it Brute-Forceable

Intuition
Fault attack on SQIsign

𝐸$%&𝐸!

𝐸$'(𝐸"#

𝝍𝒄𝒐𝒎

𝝈𝒓𝒔𝒑
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l Goal  : Connect 𝑬𝟎 and 𝑬𝒑𝒌 via an isogeny à Equivalent secret key!

l Fault injection into commitment process to make it Brute-Forceable

Intuition
Fault attack on SQIsign

𝐸$%&𝐸!

𝐸$'(𝐸"#

𝝍𝒄𝒐𝒎

𝝈𝒓𝒔𝒑

𝐸$%&
+

𝝍𝒄𝒐𝒎
𝒇
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l Goal  : Connect 𝑬𝟎 and 𝑬𝒑𝒌 via an isogeny à Equivalent secret key!

l Fault injection into commitment process to make it Brute-Forceable

l One problem...

◦ How to recover the isogeny from 𝑬𝒄𝒉𝒍
𝒇  to 𝑬𝒄𝒐𝒎

𝒇  with the given information after the injection?

Intuition
Fault attack on SQIsign

𝐸"#
𝐸$'(
+

? ? ?

? ?

?

𝐸! Unknown



32Cryptographic Algorithm Laboratory

l Attacker model

◦ The attacker is allowed to make multiple queries to a deterministic SQISign oracle with the same key

Fault attack on deterministic SQIsign
Fault attack on SQIsign

A deterministic
SQIsign

signing oracle
(𝒔𝒌)

Msg

Sign

A deterministic
SQIsign

signing oracle
(𝒔𝒌)

Msg’

Sign’

A deterministic
SQIsign

signing oracle
(𝒔𝒌)

Msg’’

Sign’’

...
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l Attacker model

◦ The attacker is allowed to make multiple queries to a deterministic SQISign oracle with the same key

◦ The oracle generates a signature for each query and the attacker receives it

Fault attack on deterministic SQIsign
Fault attack on SQIsign

A deterministic
SQIsign

signing oracle
(𝒔𝒌)

Msg

Sign

A deterministic
SQIsign

signing oracle
(𝒔𝒌)

Msg’

Sign’

A deterministic
SQIsign

signing oracle
(𝒔𝒌)

Msg’’

Sign’’

...

(Sign, Sign’, Sign’’, ...)
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l Attacker model

◦ The attacker is allowed to make multiple queries to a deterministic SQISign oracle with the same key

◦ The oracle generates a signature for each query and the attacker receives it

◦ The attacker can inject a fault once during the oracle’s operation (1st  order fault attack)

Fault attack on deterministic SQIsign
Fault attack on SQIsign

A deterministic
SQIsign

signing oracle
(𝒔𝒌)

Msg

Faulty sign

(×𝟏)
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l The data flow of the faulty SQIsign signing process 

◦  1st–order fault is injected while computing the commitment isogeny

Fault attack on deterministic SQIsign
Fault attack on SQIsign

𝐸$%&𝐸!

𝐸$'(𝐸"#

𝝍𝒄𝒐𝒎

𝝈𝒓𝒔𝒑

𝒪$%&𝒪!

𝒪$'(𝒪"#

𝑰𝒄𝒉𝒍

𝑰𝒄𝒐𝒎

𝑰𝒔𝒌

𝑱𝒓𝒔𝒑 ≔ 𝑆𝑖𝑔𝑛𝑖𝑛𝑔𝐾𝐿𝑃𝑇(F𝑰𝒔𝒌𝑰𝒄𝒐𝒎𝑰𝒄𝒉𝒍)

𝝋𝒄𝒉𝒍

Elliptic curves Quaternion algebra
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l The data flow of the faulty SQIsign signing process 

◦  1st–order fault is injected while computing the commitment isogeny
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Fault attack on SQIsign

𝐸$%&𝐸!

𝐸$'(𝐸"#

𝝍𝒄𝒐𝒎

𝝈𝒓𝒔𝒑

𝒪$%&𝒪!

𝒪$'(𝒪"#

𝑰𝒄𝒉𝒍

𝑰𝒄𝒐𝒎

𝑰𝒔𝒌
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𝝋𝒄𝒉𝒍

Elliptic curves Quaternion algebra
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l The data flow of the faulty SQIsign signing process 

◦  1st–order fault is injected while computing the commitment isogeny

Fault attack on deterministic SQIsign
Fault attack on SQIsign

𝐸$%&𝐸!

𝐸$'(𝐸"#

𝝍𝒄𝒐𝒎

𝝈𝒓𝒔𝒑

𝒪$%&𝒪!

𝒪$'(𝒪"#

𝑰𝒄𝒉𝒍

𝑰𝒄𝒐𝒎

𝑰𝒔𝒌

𝑱𝒓𝒔𝒑 ≔ 𝑆𝑖𝑔𝑛𝑖𝑛𝑔𝐾𝐿𝑃𝑇(F𝑰𝒔𝒌𝑰𝒄𝒐𝒎𝑰𝒄𝒉𝒍)

𝝋𝒄𝒉𝒍

Elliptic curves Quaternion algebra

𝐸$%&
+

𝝍𝒄𝒐𝒎
𝒇
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l The data flow of the faulty SQIsign signing process 

◦  1st–order fault is injected while computing the commitment isogeny
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Fault attack on SQIsign

𝐸$%&𝐸!

𝐸$'(𝐸"#

𝝍𝒄𝒐𝒎

𝝈𝒓𝒔𝒑

𝒪$%&𝒪!

𝒪$'(𝒪"#

𝑰𝒄𝒉𝒍

𝑰𝒄𝒐𝒎

𝑰𝒔𝒌

𝑱𝒓𝒔𝒑 ≔ 𝑆𝑖𝑔𝑛𝑖𝑛𝑔𝐾𝐿𝑃𝑇(F𝑰𝒔𝒌𝑰𝒄𝒐𝒎𝑰𝒄𝒉𝒍)

𝝋𝒄𝒉𝒍

Elliptic curves Quaternion algebra

𝐸$%&
+

𝝍𝒄𝒐𝒎
𝒇

𝐸′$'(
+

𝝋𝒄𝒉𝒍
𝒇
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l The data flow of the faulty SQIsign signing process 

◦  1st–order fault is injected while computing the commitment isogeny

Fault attack on deterministic SQIsign
Fault attack on SQIsign

𝐸$%&𝐸!

𝐸$'(𝐸"#

𝝍𝒄𝒐𝒎

𝝈𝒓𝒔𝒑

𝒪$%&𝒪!

𝒪$'(𝒪"#

𝑰𝒄𝒉𝒍

𝑰𝒄𝒐𝒎

𝑰𝒔𝒌
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𝝋𝒄𝒉𝒍

Elliptic curves Quaternion algebra

𝐸$%&
+

𝝍𝒄𝒐𝒎
𝒇

𝒪$'(
+∗

𝑰𝒄𝒉𝒍𝐟∗

𝐸′$'(
+

𝝋𝒄𝒉𝒍
𝒇
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l The data flow of the faulty SQIsign signing process 

◦  1st–order fault is injected while computing the commitment isogeny
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𝐸$%&𝐸!

𝐸$'(𝐸"#

𝝍𝒄𝒐𝒎

𝝈𝒓𝒔𝒑
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𝑰𝒄𝒉𝒍
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𝐸$%&
+

𝝍𝒄𝒐𝒎
𝒇

𝒪$'(
+

𝑰𝒄𝒉𝒍𝐟

𝐸′$'(
+

𝝋𝒄𝒉𝒍
𝒇
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l The data flow of the faulty SQIsign signing process 

◦  1st–order fault is injected while computing the commitment isogeny

Fault attack on deterministic SQIsign
Fault attack on SQIsign

𝐸$%&𝐸!

𝐸$'(𝐸"#

𝝍𝒄𝒐𝒎

𝝈𝒓𝒔𝒑

𝒪$%&𝒪!

𝒪$'(𝒪"#

𝑰𝒄𝒉𝒍

𝑰𝒄𝒐𝒎

𝑰𝒔𝒌
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Elliptic curves Quaternion algebra

𝐸$%&
+

𝝍𝒄𝒐𝒎
𝒇

𝒪$'(
+

𝑱𝒓𝒔𝒑
𝒇

≔ 𝑆𝑖𝑔𝑛𝑖𝑛𝑔𝐾𝐿𝑃𝑇(F𝑰𝒔𝒌𝑰𝒄𝒐𝒎𝑰𝒄𝒉𝒍
𝒇
)

𝑰𝒄𝒉𝒍𝐟

𝐸′$'(
+

𝝋𝒄𝒉𝒍
𝒇
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l The data flow of the faulty SQIsign signing process 

◦  1st–order fault is injected while computing the commitment isogeny
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l What the attacker receives...
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l What the attacker receives...
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l What the attacker receives...
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l Key recovery attack scenario

◦ First, the attacker queries the signing oracle with normal execution
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l Key recovery attack scenario

◦ Second, the attacker queries the signing oracle with  a fault injection inducing 𝑬𝒄𝒐𝒎
𝒇  close to 𝑬𝒄𝒐𝒎
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l Key recovery attack scenario

◦ Third, the attacker brute-force to find the isogeny from 𝐸*+, to 𝐸*+,
-

◦ How can she check whether the guessed curve is right or wrong?

– If the guessed curve is wrong...

Fault attack on deterministic SQIsign
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l Key recovery attack scenario

◦ Third, the attacker brute-force to find the isogeny from 𝐸*+, and 𝐸*+,
-

◦ How can she check whether the guessed curve is right or wrong?

– If the guessed curve is wrong...

Fault attack on deterministic SQIsign
Fault attack on SQIsign

𝐸$%&

𝐸$'(𝐸"#

𝝋𝒄𝒉𝒍

𝝈𝒓𝒔𝒑
𝒇

𝐸$'(
+

𝝈𝒓𝒔𝒑

𝐸,∗

…

Make the information 
deterministically from 𝐸!∗



51Cryptographic Algorithm Laboratory

l Key recovery attack scenario

◦ Third, the attacker brute-force to find the isogeny from 𝐸*+, and 𝐸*+,
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l Key recovery attack scenario

◦ Third, the attacker brute-force to find the isogeny from 𝐸*+, and 𝐸*+,
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l Key recovery attack scenario

◦ Third, the attacker brute-force to find the isogeny from 𝐸*+, and 𝐸*+,
-

◦ How can she check whether the guessed curve is right or wrong?

– If the guessed curve is right...
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l Key recovery attack scenario

◦ Third, the attacker brute-force to find the isogeny from 𝐸*+, and 𝐸*+,
-

◦ How can she check whether the guessed curve is right or wrong?

– If the guessed curve is right...
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l Key recovery attack scenario

◦ Third, the attacker brute-force to find the isogeny from 𝐸*+, and 𝐸*+,
-

◦ How can she check whether the guessed curve is right or wrong?

– If the guessed curve is right...
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l Key recovery attack scenario

◦ Fourth, the attacker repeats  the previous steps to recover the entire commitment isogeny

◦ Then, she gets the isogeny from 𝐸. to 𝐸/0 which is the equivalent secret key
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l Key recovery attack scenario

◦ When the degree of a commitment isogeny, 𝐷*+, is 𝐵-smooth,

the total number of queries is 𝑶(𝐥𝐨𝐠 𝑫𝒄𝒐𝒎 )  and the time complexity is 𝑶(𝑩 ⋅ 𝐥𝐨𝐠 𝑫𝒄𝒐𝒎 )
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l Attacker model

◦ The attacker is allowed to make multiple queries to a randomized SQISign oracle with the same key 

◦ The oracle generates a signature for each query and the attacker receives it

◦ The attacker can inject faults twice during the oracle’s operation (2nd  order fault attack)

Fault attack on randomized SQIsign
Fault attack on SQIsign

A randomized
SQIsign

signing oracle
(𝒔𝒌)

Msg

Faulty sign

(×𝟐)
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l The data flow of the faulty SQIsign signing process 

◦ 2nd–order fault is injected while computing the commitment isogeny and ideal, respectively
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l The data flow of the faulty SQIsign signing process 

◦ 2nd–order fault is injected while computing the commitment isogeny and ideal, respectively
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l The data flow of the faulty SQIsign signing process 

◦ 2nd–order fault is injected while computing the commitment isogeny and ideal, respectively
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l The data flow of the faulty SQIsign signing process 

◦ 2nd–order fault is injected while computing the commitment isogeny and ideal, respectively
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l The data flow of the faulty SQIsign signing process 

◦ 2nd–order fault is injected while computing the commitment isogeny and ideal, respectively
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l The data flow of the faulty SQIsign signing process 

◦ 2nd–order fault is injected while computing the commitment isogeny and ideal, respectively

Fault attack on randomized SQIsign
Fault attack on SQIsign

𝐸$%&𝐸!

𝐸$'(𝐸"#

𝝍𝒄𝒐𝒎

𝝈𝒓𝒔𝒑

𝝋𝒄𝒉𝒍

Elliptic curves Quaternion algebra

𝐸$%&
+

𝝍𝒄𝒐𝒎
𝒇

𝐸′$'(
+

𝝋𝒄𝒉𝒍
𝒇

𝒪!

𝒪$'(𝒪"#

𝑰𝒄𝒉𝒍
𝑰𝒔𝒌

𝑱𝒓𝒔𝒑 ≔ 𝑆𝑖𝑔𝑛𝑖𝑛𝑔𝐾𝐿𝑃𝑇(F𝑰𝒔𝒌𝑰𝒄𝒐𝒎𝑰𝒄𝒉𝒍)

𝒪$%&
𝑰𝒄𝒐𝒎

𝒪$'(
+

𝑰𝒄𝒉𝒍𝐟𝑰𝒄𝒐𝒎
𝒇 = 𝒪F

𝑱𝒓𝒔𝒑
𝒇

≔ 𝑆𝑖𝑔𝑛𝑖𝑛𝑔𝐾𝐿𝑃𝑇(F𝑰𝒔𝒌𝑰𝒄𝒐𝒎𝑰𝒄𝒉𝒍
𝒇 )

𝐸$'(
+



65Cryptographic Algorithm Laboratory

l What the attacker receives...
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l What the attacker receives...
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l What the attacker receives...
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l Key recovery attack scenario

◦ First, the attacker queries the signing oracle with 212 order fault injection

causing 𝑬𝒄𝒐𝒎
𝒇  to be close to 𝑬𝟎 and 𝑰𝒄𝒐𝒎 to become 𝓞𝟎
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l Key recovery attack scenario

◦ Second, the attacker brute-force to find the isogeny from 𝐸. and 𝐸*+,
-

◦ How can she check whether the guessed curve is right or wrong?

– If the guessed curve is wrong...

Fault attack on randomized SQIsign
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l Key recovery attack scenario

◦ Second, the attacker brute-force to find the isogeny from 𝐸. and 𝐸*+,
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l Key recovery attack scenario
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l Key recovery attack scenario
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l Key recovery attack scenario

◦ Second, the attacker brute-force to find the isogeny from 𝐸. and 𝐸*+,
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l Key recovery attack scenario

◦ Second, the attacker brute-force to find the isogeny from 𝐸. and 𝐸*+,
-

◦ How can she check whether the guessed curve is right or wrong?

– If the guessed curve is right... 

◦ She gets the isogeny from 𝐸. to 𝐸/0 which is the equivalent secret key
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l Key recovery attack scenario

◦ When the degree of a commitment isogeny 𝐷*+, is 𝐵-smooth,

the total number of queries is 𝑶( 𝑫𝒄𝒐𝒎
𝝋 𝑫𝒄𝒐𝒎

𝟑
) by Theorem 2 and the time complexity is 𝑶(𝑩)
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1. We found two fault vulnerabilities in SQIsign

2. We showed the key recovery attack scenarios on both deterministic SQIsign and randomized 

SQIsign using these vulnerabilities

3. Both vulnerabilities can be countered using intuitive methods

Ø Verify the iterator and norm!

Ø Multiple checkers for high-order fault attacks!

Conclusion and countermeasures
Fault attack on SQIsign
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