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@ General Introduction to HFE

of the art of HFE vari June 12, 20



@ Multivariate scheme

o Uses the vector space structure of a Finite Field extension
@ Created in 1996

@ Many Variants
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General Structure

HX) = > ayx?™e, 1)

0<ij<d

o High degree in the “big” field. Degree 2 in the “small” field
@ Publickey: P=TopoHop ' oS
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General Idea

For a signature scheme:
@ Send a vector Y = (yi,...ys)
e Send back X = (xi,...,x,) such that P(X) = ¥
@ Hard in the small field, easy in the big field
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Short State of the Art

HFE is created as a reparation of C* of Mastumoto and Imai (1988)
o HFE is attacked by a direct attack (Grobner Basis) (2003)
o HFE security is threatened by a Min-rank attack on the matrix T (2007)
@ Variants are created to counter these attacks (minus, vinegar) (2002)
@ New Min-rank attack on the matrix S (2017)
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© Min-rank Attacks




Matrix Representation

LetS, T € M,x,(F,) then the public key P can be written

P=(Py,...P,) = (SM,H'M’S’, ... SM,H*""M'S" )M, 'T

where H* is the matrix representation of the g’th power of the secret

polynomial 4.

dxd

~ =
H=| A 0

0 o0
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Min-rank Problem

Definition

Letn, m,r, k € Nand let M|, M5, ... My be n x m matrices over the field F.
The Min-rank problem consists to find u;, us, . . . u; over [F such that
rank(3K,uM;) < r
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Min-rank attack on the matrix T

e Let (Py,...P,) the public key and T, S, H the secret key. Then,
T '(Py,...P,) = HS

e rank(H) = ris small

o It’s a Min-rank problem
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Min-rank attack on the matrix S

P=(Py,...P,) = (SM,H*M’S’, ... SM,H*""M'S" )M, 'T
Let U= T 'M, ' and W = SM,, Then

w=lpyw=t o owelp, o wb) = (| B huT!

Let

7; is the first row of H*/

Cogliati, Macariot-Rat, Patarin, Varjabedian State of the art of HFE variants June 12, 2024



Min-rank attack on the matrix S

"n
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Min-rank attack on the matrix S

(H*O L H*n—l) —

/ /
aiy ... Qg 61171 al’n a”l,l a”I,n
b )
an ... airgd 0 ... 0 0 A
. . . . a) a 0 0
D : 1,1 1.d
agy .. agqg 0 ... 0 :
0 o1’ |d a 0 0
d,1 d,d
0 0 0 0
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@ Effect of Min-rank attacks on perturbations
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HFE Variant minus perturbation

In this variants the public key is only partially unveiled.
From a public key P = (Py, ..., P,_1), then the public key of HFE— will be
P_ = (P07P17 v 7Pn—1—a)

@ Resist to Grobner attacks and Min-rank on T

o Inefficient against Min-rank on S
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HFE Variant internal perturbation (IP)

random quadratic map

dxd P11 - Pin
~ =
H=| A 0|+ Z : : : VA
0 0 small rank

w1l -+ DPun small rank
k) y
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Effect of Internal perturbation (IP) on T attack

o Rankof Z =7
@ Rank of the central map is d + 7
o Attack on T slightly harder
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Effect of Internal perturbation on S attack

@ Matrix Z is full and therefore H also
@ The Frobenius breaks the linear bounds between elements of Z
@ The Rank is highly increased (higher than n/2)

Cogliati, Macariot-Rat, Patarin, Varjabedian State of the art of HFE variants June 12, 2024



Effect of Internal perturbation (IP) on S attack

only take the first row

/ 99 7

a;’s are now most likely non zero and rows are likely independent
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Summary of complexity on all variants

Min-rank T

Min-rank S Grdbner basis
M <dv(”p)4(2(d§3+1)2> O (dlm, +v)* ()7 | = 12
+ | 0(d0m,) 4 O (d(n,)* (%)) ?
o (amr 4 ) o (amre?) | e
p | O (d(np)4(2d;1)2> o ((dt)(np)“(z(jﬁ)jl)z) )
o (@mpe)’) | o (@mr ey’ |2
PO ((dw)(np)“(z(";j“)z) 0 ((g)(np)‘t(z(%gﬂ)z) g-N@en) |

Heren, =n—1,d,=d+v,d,=d+a,d,=d+p,di=d+t,dr =d+.
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Cost of the variants

Signature | Decryption
v 1 0@) O(4")
+ | 0(¢") o)
- 1 o) O(¢")
p 1O O
+ 10 O(q")
IP | O(G") | O(g")
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HFE IP- performance (1)

Name Param. (q,n,D,m,a) | Cycles sign | |pk| (KB) | |sign| (bits)
HFETP— 80 | (2,107, 17,2,7) 35M 73 128
HFEIP— 128 | (2, 189, 17, 3, 17) 56M 387 223
HFE/IP— 192 (2,289, 17,3, 33) 120M 1341 355
HFE/IP— 256 (2,390, 17, 4, 48) 160M 3260 486

Table: Parameter and performance of a HFE/IP— schemes (Performance
extrapolated from GeMSS reference implementation)
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Advantages and Shortcomings of the scheme

@ Very Small signature
@ Post-quantum

@ Rather Slow

e Big public key
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Thank You !
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