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MinRank

Given: Anintegerr, and k + 1 matrices My, M;, ..., M, € F¢ xXn

Find:  ay,..,a; € F, suchthatE = Mo+ Y5, a;M; has rank(E) <r

MinRank as decoding problem:

Vec(M;)
Gen. Matrix G = ( : ) = IF];>< (n-m)

Vecth)

Vec(My) = (ay, ..., ) - G +Vec(E), whererank(E) <r

e Random matrices
Type of instances we use:  * Random secret
e Random E
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Given: function f, value z, share x; of x
Goal: Verifyif f(x) = z, withx =) x;

Output:
accept : P;s think they do share x.

reject : P;sthink they do not share x

False-Positive-Rate = Pr[accept | f(x) # Z]

No information on x; leaked to P; for j # i
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MPC-in-the-Head

Given: MPC protocol

Goal: zero-knowledge proof of knowledge
(Prover P wants to proof knowledge of x with f(x) = zto V)

Prover
prepare MPC inputs x;
and commit

Simulate MPC protocol
based on R and commit

Reveal all views of
Parties P;, i # i*

Vi£i*,View;,aux;

N
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Kipnis-Shamir modelling

Models MinRank as a bilinear system

(m0+ Yoam) (7)o

i=1
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Kipnis-Shamir modelling

Models MinRank as a bilinear system

i=1
|
Mg - ("7)=0 e Mi=-ME-K

a
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L, _
(Mo + z “iMi> ' ( nKr) =0 Solving system = Solving MinRank!
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Kipnis-Shamir modelling

Models MinRank as a bilinear system

k
L, _
(Mo + Z “iMi> ' ( nKT) =0 Solving system = Solving MinRank!
\ =t /]
|
Mg - ("")=0o Mi=-MEK

Knowledge of MinRank solution &
=

Knowledge of K such that MELZ = — Mg -K
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MPC Protocol to verify MinRank Solution

@ solution of MinRank problem My, M, ..., M},
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MPC Protocol to verify MinRank Solution

@ solution of MinRank problem My, M, ..., M},

a=YN,d; and K= YN K;
Py — &

(0_21; Kl) (aZrKZ)
[ % 1
Py Py

(d3,K3) 7 (@n, Ky)
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Goal: Verify parties share (&, K) s.t.
Mi= — M5-K

QOutput:

accept : P;s think they do share (&, K)
reject : P;sthink they don’t share(&, K)

No information on (&;, K;) leaked
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MPC Protocol to verify MinRank Solution

@ solution of MinRank problem My, M, ..., M},

QA

= Z’i\’:l a; and K = Z{LlKi
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Goal: Verify parties share (&, K) s.t.
Mi= — M5-K

QOutput:

accept : P;s think they do share (&, K)
reject : P;sthink they don’t share(&, K)

No information on (a;, K;) leaked
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Given :Party i holds matrices Z;, X;, Y;, C; and 4;
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Verifying Matrix Multiplication Triplets

Given :Partyi holds matrices Z;, X;,Y;, C; and 4;
Goal :VerifythatZ =X -Y

MPC-Protocol

1. Selectarandom R € Fg*™
2.5i=R-X; + 4

3. Broadcast S; to obtain S
4.V; =S-Y;, — R-Z; —(;
5. Broadcast V; to obtain V

5. accept if V = 0, otherwise, reject

Correctness IfZ =X-Yand C = A-Y, then parties accept
False-Positive rate: If not, the Parties accept with prob. g~ ¢
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Attacks

Find a € Fisuch that: E == My + X< o, M; € FI'*™, and rank(E) <r

1. Kernel Search (combinatorial) : Guess vectors in kernel(E)
2. Support-Minors (algebraic) : Model as bilinear system of equations

3. Big-k (combinatorial) : Guess entries of E

Hybrid approach: Guess some of the a;'s, and some vectors in kernel(E)
- MinRank instance of smaller dimension
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“category | set | g |m=n | k | r_
I a 16 15 78 6

I b 16 16 142 4

Parameters of the underlying MinRank instance
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Category | MinRank Parameters

“category | set | g |m=n | k | r_
I a 16 15 78 6

I b 16 16 142 4

Parameters of the underlying MinRank instance

Kernel-Search | Support Minors
I a 151 144 154

I b 159 165 226

Complexity estimates for proposed parameters, with linear algebra constant equal to 3
in KS and Big-k, equal 2.81 for Strassen in SM.
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