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* Generate an encrypted “signing key” like No reason to run TFHE

[DOTT21] over the entire
* t-out-of-n shared decryption keys as signing keys signature!
* Signing:
e Start signature randomness like [DOTT21] We can use the TFHE
 Encrypted sighature randomness, linearly in [BGG+18] and be
computed encrypted signature done right?

* t-out-of-n decryptions for signature shares
* Final signature remains the same
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Problem: Threshold (F)HE is not trivial

e Qut-of-box TFHE does not have distributed
key generation

* The security notion is not standard for our
setting

e Shamir secret sharing impact norm bounds

Also
overlooked
rejection!
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Building Thresj

* New notion of sec

Weaker than standard
Adversary allowed to be in
keygen, query for partial
decryptions

Not allowed to query on
challenge ciphertext!
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Building Threshold HE

* New notion of security: “indistinguishability”

e Use [BGV12] (F)HE as the base scheme

* Do simple sharing based distributed key generation
* Use noise flooding for decryption/signature shares

16



Building Threshold HE: Key Generation




Building Threshold HE: Key Generation

‘ Public (a., p)

PQCrypto 2024, June 12

17



Building Threshold HE: Key Generation

‘ Public (a., p)

Si (_Rq ’||Si||oo = BS

PQCrypto 2024, June 12

17



Building Threshold HE: Key Generation

‘ Public (a., p)

Si (_Rq ’||Si||oo = BS
e; < D,, b, =as; +pe;

PQCrypto 2024, June 12

17



Building Threshold HE: Key Generation

‘ Public (a., p)

Si < Rq ’ ||Si||oo = BS
e; < D,, b, =as; +pe;
(t,n) secret share s;, ¢;

PQCrypto 2024, June 12



Building Threshold HE: Key Generation

‘ Public (a., p)

Si < Rq ’ ||Si||oo = BS
e; < D,, b, =as; +pe;
(t,n) secret share s;, ¢;

bi, [{si), €ij}j=il

PQCrypto 2024, June 12

17



Building Threshold HE: Key Generation

‘ Public (a., p)

Si < Rq ’ ||Si||oo = BS
e; < D,, b, =as; +pe;
(t,n) secret share s;, ¢;

bi, [{si), €ij}j=il

b, Isiieiil}ie

PQCrypto 2024, June 12

17



Building Threshold HE: Key Generation

‘ Public (a., p)

Si < Rq ’ ||Si||oo = BS
e; < D,, b, =as; +pe;
(t,n) secret share s;, ¢;

bi, [{si), €ij}j=il

b, Isiieiil}ie

pke = (ae, ij)

PQCrypto 2024, June 12

17



Building Threshold HE: Key Generation

‘ Public (a., p)

Si < Rq ’ ||Si||oo = BS
e; < D,, b, =as; +pe;
(t,n) secret share s;, ¢;

bi, [{si), €ij}j=il

b, Isiieiil}ie

pke = (ae, ij)
Skei = 2Sji

PQCrypto 2024, June 12

17



Building Threshold HE: Key Generation

‘ Public (a., p)

Si < Rq ’ ||Si||oo = BS
e; <D, b=as;+pe;
(t,n) secret share s;, ¢;

b, [{sij, €i}j=il

b, Isiieiil}ie

pke = (ae, ij)
Skei = 2Sji

PQCrypto 2024, June 12

17



Building Threshold HE: Threshold Decryption




Building Threshold HE: Threshold Decryption

‘ ctx = (w,v),U,p




Building Threshold HE: Threshold Decryption

‘ ctx = (w,v),U,p

Compute A; for U

PQCrypto 2024, June 12

18



Building Threshold HE: Threshold Decryption

‘ ctx = (w,v),U,p

Compute A; for U
Ei < DTDec

PQCrypto 2024, June 12

18



Building Threshold HE: Threshold Decryption

‘ ctx = (w,v),U,p

Compute A; for U
Ei < DTDec
di = }\iSkE,iu + pEl

PQCrypto 2024, June 12

18



Building Threshold HE: Threshold Decryption

‘ ctx = (w,v),U,p

Compute A; for U
Ei < DTDec
di = }\iSkE,iu + pEl

PQCrypto 2024, June 12

18



Building Threshold HE: Threshold Decryption

‘ ctx = (w,v),U,p

Compute A; for U
Ei < DTDec
di = }\iSkE,iu + pEl

{dj}j=i

PQCrypto 2024, June 12

18



Building Threshold HE: Threshold Decryption

‘ ctx = (w,v),U,p

Compute A; for U
Ei < DTDec
di = }\iSkE,iu + pEl

{dj}j=i

ptx=v—zdjmodp

PQCrypto 2024, June 12

18



Building Threshold HE: Threshold Decryption

‘ ctx = (w,v),U,p

Compute A; for U

Ei < DTDec
di = Aiske,iu + pEl
d;

{dj}j=i

ptx=v—Zdjmodp
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Organization

* Build a suitable threshold HE —_—
* Avoid rejection sampling
* Combine HE with rejection-free signature
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Avoid rejection sampling

* Rejection prevents leaking s with each query

* Just remove it!
* Use the same s for a bounded number of queries
* Analysis based on Renyi divergence(RD) [BLR+18]
e [ASY22] and “gentle noise flooding”
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Organization

* Build a suitable threshold HE —_
* Deal with rejection sampling
 Combine HE with rejection-free signature
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* Security?
* Threshold unforgeability from underlying unforgeability + HE
indistinguishability + RLWE + commitment/ZKP security(active only)

* Efficiency?

Scheme, # of Public key (KB) Signature (KB) # of Rounds Distributed Identifiable
Signatures Key Generation | Abort

This work, B=1

This work, B=365 3.1 10.4 2 \/ \/
This work, B=2¢*  13.6 46.6 2 v v
TRaccoon 3.9 12.7 3 x
[dPKM+24]*,

B=260

* = Public after our submission
**= Can use ours
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Conclusion

* Built two-round lattice-based threshold signatures
* Supports distributed key generation + identifiable abort
» Simple linear HE with distributed key generation as a building block
* Somewhat practical sizes, comparable to recent constructions

e Future Work

* Protocol optimizations
* Adaptive security
* Same framework, different problems
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Thank You!

Full Version:
https://ia.cr/2023/1318
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