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• Studied extensively in the classical setting
• Schnorr [KG20, Lin24, CGRS23], ECDSA [CGG+20,CCL+20,DJN+20]

• What about PQ?
• Non-linear/non-trivial operations
• Black-box FHE/MPC based solutions [ASY22,BGG+18,CS19] 
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Is there an efficient lattice-based threshold 
signature scheme for arbitrary thresholds?
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Starting Point: FHE as a Subprotocol

• [BGG+18] and the “universal thresholdizer”

• Can use the signature scheme as the circuit
• Have to run challenge & rejection over ciphertexts!

• Can we salvage these ideas?

“UT” :
Threshold FHE + 
NIZK/Homomorphic 
signatures

PQCrypto 2024, June 12 12
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Our Idea: Threshold decryption of a signature

• Combine [BGG+18] and [DOTT21]
• Key Generation:

• Generate an encrypted “signing key” like 
[DOTT21]

• t-out-of-n shared decryption keys as signing keys

• Signing:
• Start signature randomness like [DOTT21]
•  Encrypted signature randomness, linearly 

computed encrypted signature
• t-out-of-n decryptions for signature shares
• Final signature remains the same

No reason to run TFHE 
over the entire 
signature!

We can use the TFHE 
in [BGG+18] and be 
done right?

PQCrypto 2024, June 12 13
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Problem: Threshold (F)HE is not trivial 

• Out-of-box TFHE does not have distributed 
key generation

• The security notion is not standard for our 
setting

• Shamir secret sharing impact norm bounds

Also 
overlooked 
rejection!
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Organization

• Build a suitable threshold linearly HE
• Avoid rejection sampling
• Combine HE with rejection-free signature
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Building Threshold HE 

• New notion of security: “indistinguishability”

- Weaker than standard
- Adversary allowed to be in 

keygen, query for partial 
decryptions

- Not allowed to query on 
challenge ciphertext!
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Building Threshold HE 

• New notion of security: “indistinguishability”
• Use [BGV12] (F)HE as the base scheme
• Do simple sharing based distributed key generation
• Use noise flooding for decryption/signature shares
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Public (𝑎𝑎𝜖𝜖, 𝑝𝑝) 

𝑠𝑠𝑖𝑖 ← 𝑅𝑅𝑞𝑞 , 𝑠𝑠𝑖𝑖 ∞ ≤ 𝐵𝐵𝑠𝑠
𝑒𝑒𝑖𝑖 ← 𝐷𝐷𝑒𝑒 , 𝑏𝑏𝑖𝑖 = 𝑎𝑎 𝑠𝑠𝑖𝑖 + 𝑝𝑝 𝑒𝑒𝑖𝑖
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• Use the same s for a bounded number of queries
• Analysis based on Renyi divergence(RD) [BLR+18]
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• Build a suitable threshold HE
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• Combine HE with rejection-free signature
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• Security?
• Threshold unforgeability from underlying unforgeability + HE 

indistinguishability + RLWE + commitment/ZKP security(active only)

• Efficiency?
Scheme, # of 
Signatures

Public key (KB) Signature (KB) # of Rounds Distributed
Key Generation

Identifiable 
Abort

This work, β=1 2.6 8.5 2

This work, β=365 3.1 10.4 2

This work, β=264 13.6 46.6 2

TRaccoon 
[dPKM+24]*, 
β=260

3.9 12.7 3 **

* = Public after our submission
**= Can use ours
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Conclusion

• Built two-round lattice-based threshold signatures
• Supports distributed key generation + identifiable abort
• Simple linear HE with distributed key generation as a building block
• Somewhat practical sizes, comparable to recent constructions

• Future Work
• Protocol optimizations 
• Adaptive security
• Same framework, different problems

PQCrypto 2024, June 12 25



Thank You!

Full Version: 
https://ia.cr/2023/1318
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