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Why “preon”?

https://pqshield.github.io/nist-sigs-zoo/wide.html
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preon: beyond digital signature

● Standard digital signature on message x :
o “I swear that the signer said x.”

● Beyond digital signature:
o “The signer said x, which I'm not going to disclose here, but I swear 

that f (x) = y.”
o Selective reveal

o E.g. prove “I’m a citizen and more than 18 years old.” without 
revealing further information in one’s digital ID
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preon: overview

zk-SNARK +   OWF =>  Signature scheme
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Prover knows 
Function  F
Output     y
Input        w

Verifier knows 
Function  F
Output     y

Aurora AES
The most widely used symmetric cipher 

standard in the world 

Provides the flexibility to 
prove any properties of msg

Provides the security 
to our signature

Zero-Knowledge Succinct Non-Interactive ARgument of Knowledge
“I know w s.t. y = F(w)”

Proof



preon: under the hood

● preon ≈ Aurora + AES
○ Aurora: post-quantum zk-SNARK
○ AES as one-way function

■ Public key is a pair of ciphertext and plaintext encrypted under the private 
key

● Optimization: replace prime field with binary field
○ greatly reduced number of constraints
○ faster arithmetic, additive FFT
○ about 20% smaller signature
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zk-SNARK
Zero-Knowledge Succinct Non-Interactive ARgument of Knowledge

● Prover P computes a proof 𝜋 which convinces verifier V that P knows a 𝜔
such that y = f (x, 𝜔).

● 𝜋 is ”small” compared with f, e.g. |𝜋| = O(log|f |)
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Aurora

● Encode y = f (x, 𝜔) into R1CS: Az ◦ Bz = Cz, where
◦ A, B, C are matrices depending on f
◦ z = [1, v, w]T

◦ Lincheck RS-encoded IOP: a = Az, b = Bz, c = Cz
◦ Rowcheck RS-encoded IOP: a ◦ b = c
◦ FRI low degree test on a single random linear 

combination of the committed polynomials in 
lincheck and rowcheck

◦ BCS transform to turn a public-coin IOP into a 
NIROP
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R1CS

Polynomial interpolation

Lincheck Rowcheck

Sumcheck

FRI



RS-encoded IOP

● Think of z ∈ V as a function H → Fq for |H| = dimV
● Encode z as fz via Lagrange interpolation

o fz(X) = r(X) + s(X) ∏h∈H (X - h), such that ∀h ∈ H, r(h) = fz(h)
o s(X) is randomly sampled masking polynomial with bounded degree

● Verifier can now query fz(x) for some x ∈ L
○ Intuition: ZK if H ∩ L = ∅ and deg s is large enough

● Run FRI to check if deg fz is small enough (low degree test)
● Example: for Preon128A, |H| = 212, |L| = 219, FRI test for degree lower than 214
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Expressiveness of R1CS

<latexit sha1_base64="Qqks+SDLJHq/3NdpuwhUE0FzLtU=">AAACB3icdVDLSsNAFJ3UV42vqEtBBovgKiTF+lgIBTcuK9gHNKFMJpN26OTBzEQaQndu/BU3LhRx6y+482+ctEXq68CFwzn3cu89XsKokJb1oZUWFpeWV8qr+tr6xuaWsb3TEnHKMWnimMW84yFBGI1IU1LJSCfhBIUeI21veFn47VvCBY2jG5klxA1RP6IBxUgqqWfsj6CD/VjCEbyAGXQcPZ0XekbFMs8L1KBtWhP8JhUwQ6NnvDt+jNOQRBIzJETXthLp5ohLihkZ604qSILwEPVJV9EIhUS4+eSPMTxUig+DmKuKJJyo8xM5CoXIQk91hkgOxE+vEP/yuqkMztycRkkqSYSni4KUQRnDIhToU06wZJkiCHOqboV4gDjCUkWnqxD+//2LtKqmfWLWro8r9eosjjLYAwfgCNjgFNTBFWiAJsDgDjyAJ/Cs3WuP2ov2Om0tabOZXfAN2tsnp2iXPA==</latexit>x · x = y

u · x = y

<latexit sha1_base64="t/PBPc8evrWWiPbwAhvA6Dv7KVg=">AAAB7nicdVDLSsNAFL2pr1pfVZduBovgKiTV+lgIBTcuK1hbaGOZTCft0MkkzEzEEPoRblwo4tbvceffOGmL+Dxw4XDOvdx7jx9zprTjvFuFufmFxaXicmlldW19o7y5da2iRBLaJBGPZNvHinImaFMzzWk7lhSHPqctf3Se+61bKhWLxJVOY+qFeCBYwAjWRmql6Azd3Rz0yhXHPs1RQ67tTPCbVGCGRq/81u1HJAmp0IRjpTquE2svw1Izwum41E0UjTEZ4QHtGCpwSJWXTc4doz2j9FEQSVNCo4n6dSLDoVJp6JvOEOuh+unl4l9eJ9HBiZcxESeaCjJdFCQc6Qjlv6M+k5RonhqCiWTmVkSGWGKiTUIlE8L/v3+S66rtHtm1y8NKvTqLowg7sAv74MIx1OECGtAEAiO4h0d4smLrwXq2XqatBWs2sw3fYL1+AGYdju0=</latexit>

y = x3

<latexit sha1_base64="H9LIwqS5QvCPL7Cm5C+dBt/dfGU=">AAAB8nicdVDLSsNAFL2pr1pfVZduBovgKiTFagUXBTcuK9gHpKFMppN26GQSZiZiCf0MNy4UcevXuPNvnLRFfB64cDjnXu69J0g4U9px3q3C0vLK6lpxvbSxubW9U97da6s4lYS2SMxj2Q2wopwJ2tJMc9pNJMVRwGknGF/mfueWSsVicaMnCfUjPBQsZARrI3kO6nGK7tAFqvfLFcc+z1FDru3M8JtUYIFmv/zWG8QkjajQhGOlPNdJtJ9hqRnhdFrqpYommIzxkHqGChxR5Wezk6foyCgDFMbSlNBopn6dyHCk1CQKTGeE9Uj99HLxL89LdVj3MyaSVFNB5ovClCMdo/x/NGCSEs0nhmAimbkVkRGWmGiTUsmE8P/vn6Rdtd1Tu3Z9UmlUF3EU4QAO4RhcOIMGXEETWkAghnt4hCdLWw/Ws/Uyby1Yi5l9+Abr9QM0wY/f</latexit>

0  x < 8

<latexit sha1_base64="7vKB+gFNllD7KIdER0N9x5TAaMI="></latexit>

1 · (x0 + 2x1 + 4x2) = x

x0 · x0 = x0

x1 · x1 = x1

x2 · x2 = x2

<latexit sha1_base64="C8yiGM5HwqmztHmXpjOdMT6+d2M=">AAACHnicdZDLSgMxFIYz3q23UZdugkVwVWaK9YIIghuXClaFdiiZ9IwNzWSG5IxYhj6JG1/FjQtFBFf6NmbaIl5/OPDnOzkk5w9TKQx63rszNj4xOTU9M1uam19YXHKXV85NkmkOdZ7IRF+GzIAUCuooUMJlqoHFoYSLsHtU9C+uQRuRqDPspRDE7EqJSHCGFrXcmqYHtIlwg7mI+s19GtoanrEDqiD4SUAaKEjUcsteZa9QjfoVb6DfpkxGOmm5r812wrMYFHLJjGn4XopBzjQKLqFfamYGUsa77Aoa1ioWgwnywXp9umFJm0aJtqWQDujXiZzFxvTi0N6MGXbMz14B/+o1Mox2g1yoNENQfPhQlEmKCS2yom2hgaPsWcO4FvavlHeYZhxtoiUbwv+7f5rzasXfrtROt8qH1VEcM2SNrJNN4pMdckiOyQmpE05uyT15JE/OnfPgPDsvw6tjzmhmlXyT8/YBg7eiGw==</latexit>

r = if b then t else f
<latexit sha1_base64="D47XQ7khe96Fo9BouhHh7Y3MBdQ=">AAACD3icdVDJSgNBEO1xjXEb9eilMRjiIWEmGJeDEPDiMYJZIDOEnk5P0qRnobtGCCF/4MVf8eJBEa9evfk39iRB4vag4PFeFVX1vFhwBZb1YSwsLi2vrGbWsusbm1vb5s5uQ0WJpKxOIxHJlkcUEzxkdeAgWCuWjASeYE1vcJn6zVsmFY/CGxjGzA1IL+Q+pwS01DHzBSj6R9ih3Qiwh/MXWBZ97DhZb17zOmbOKp2nqGC7ZE3wm+TQDLWO+e50I5oELAQqiFJt24rBHREJnAo2zjqJYjGhA9JjbU1DEjDljib/jPGhVrrYj6SuEPBEnZ8YkUCpYeDpzoBAX/30UvEvr52Af+aOeBgnwEI6XeQnAkOE03Bwl0tGQQw1IVRyfSumfSIJBR1hVofw/+9fpFEu2SelyvVxrlqexZFB++gAFZCNTlEVXaEaqiOK7tADekLPxr3xaLwYr9PWBWM2s4e+wXj7BCg/mO4=</latexit>

(t� f) · b = r � f

b · b = b
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R1CS constraints for AES

● Every byte variable in AES is a field element in 𝔽2[x]/(x8+x4+x3+x+1)
● Adopting binary field in Aurora makes expressing AES encryption as R1CS 

constraints extremely efficient.
o E.g. the inversion of a field element in the SubBytes step
o y = b-1 mod (x8+x4+x3+x+1) ⟺ b × y = 1 + h × (x8+x4+x3+x+1) with additional 

range check constraints on the bits of y and h
● Total number of constraints for AES-128: 14240† → 3656

o Greatly reduces the size of matrices A, B, C
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Parameter selection

● Three sets of parameters, namely aggressive (A), balanced (B), and 
conservative (C), are selected for security level 1, 3, and 5.

● Only the aggressive and balanced parameter sets are recommended
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Parameter set |𝔽| t |L| b ℓ 𝜆

Preon128A 2192 212 219 1040 26 256

Preon128B 2192 212 219 2320 58 384

Preon192A 2256 213 220 1638 39 384

Preon192B 2256 213 220 3654 87 512

Preon256A 2320 214 220 2184 52 512

Preon256B 2320 214 220 4956 118 512



preon: performance
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Security
Size (Bytes) Timing

Private key Public key Signature Keygen Sign Verify

128-bit(A) 16 32 139K 2us 7s 209ms

128-bit(B) 16 32 372K 2us 7.3s 224ms

192-bit(A) 24 56 312K 2us 24.3s 1,867ms

192-bit(B) 24 56 778K 2us 25.6s 1,847ms

256-bit(A) 32 64 598K 2us 80.6s 8,724ms

256-bit(B) 32 64 1,157K 2us 80.2s 8,528ms



Summary of current results

● Can be easily extended to support advanced functions with R1CS
● Preliminary security analysis shows even Aggressive (A) meets NIST’s 

requirement, with Balanced (B) as backup
● Small public/private keys but big signatures
● Current implementation is slow
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Future directions

● In-depth security analysis and proofs
○ Working with experts on zk-SNARK

● Further optimized implementations
○ In progress on optimized CPU implementation
○ FPGA implementation
○ Open: GPU implementation

● Preon+ (Cantor basis + efficient R1CS encode)
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Security Private key Public key Signature Keygen Sign Verify

Preon128-bit(A) 16 32 139KB 2us 7s 209ms

Preon+128-bit(A) 16 32 125 -> 90KB 2us 628 ms 197 ms



The preon team
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