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• Hash-based Signature

• Improved SPHINCS+
• Improve One-Time Signature

• Retune parameters

• The signature size and signing  
time are slightly better, but 
verification time increased.

SPHINCS-alpha
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Hash-based Signature

• Construct digital signature from Hash functions ONLY
• No Lattice, Code, MQ, RSA, ECC …

• Advantage: 
• Conservative Assumption 

• Post-Quantum

• Disadvantage : 
• Large Signature Size/Signing time

• Can not construct PKE/KEM



sign(sk,𝑚):

• 𝑚 = 𝑚1, 𝑚2, … ,𝑚𝑛 , 𝑚𝑖 ∈ {0,1}

• 𝜎 = 𝑥1,𝑚1
, 𝑥2,𝑚2

, … , 𝑥𝑛,𝑚𝑛

verify(pk, 𝑚, 𝜎):

• 𝑚 = 𝑚1, 𝑚2, … ,𝑚𝑛

• Check if 𝐻(𝜎𝑖) = 𝑦𝑖,𝑚𝑖

Lamport’s One-Time Signature

Let 𝐻 be a cryptographic hash function, 𝑦𝑖,𝑗 = 𝐻(𝑥𝑖,𝑗)

𝑠𝑘 =
𝑥1,0 𝑥2,0 … 𝑥𝑛,0
𝑥1,1 𝑥2,1 … 𝑥𝑛,1

, 𝑝𝑘 =
𝑦1,0 𝑦2,0 … 𝑦𝑛,0
𝑦1,1 𝑦2,1 … 𝑦𝑛,1



sign(sk,𝑚):

• 𝑚 = 𝑚1, 𝑚2, … ,𝑚𝑛 , 𝑚𝑖 ∈ {0,1}

• 𝜎 = 𝑥1,𝑚1
, 𝑥2,𝑚2

, … , 𝑥𝑛,𝑚𝑛

verify(pk, 𝑚, 𝜎):

• 𝑚 = 𝑚1, 𝑚2, … ,𝑚𝑛

• Check if 𝐻(𝜎𝑖) = 𝑦𝑖,𝑚𝑖

Lamport’s One-Time Signature

Let 𝐻 be a cryptographic hash function, 𝑦𝑖,𝑗 = 𝐻(𝑥𝑖,𝑗)

𝑠𝑘 =
𝑥1,0 𝑥2,0 … 𝑥𝑛,0
𝑥1,1 𝑥2,1 … 𝑥𝑛,1

, 𝑝𝑘 =
𝑦1,0 𝑦2,0 … 𝑦𝑛,0
𝑦1,1 𝑦2,1 … 𝑦𝑛,1

𝑛 = 3,𝑚 = 010, 𝜎 = 𝑥1,0, 𝑥2,1, 𝑥3,0 ; Check if 𝐻(𝜎𝑖) = 𝑦𝑖,𝑚𝑖



Lamport’s One-Time Signature

Let 𝐻 be a cryptographic hash function, 𝑦𝑖,𝑗 = 𝐻(𝑥𝑖,𝑗)

𝑠𝑘 =
𝑥1,0 𝑥2,0 … 𝑥𝑛,0
𝑥1,1 𝑥2,1 … 𝑥𝑛,1

, 𝑝𝑘 =
𝑦1,0 𝑦2,0 … 𝑦𝑛,0
𝑦1,1 𝑦2,1 … 𝑦𝑛,1

𝑛 = 3,𝑚 = 010, 𝜎 = 𝑥1,0, 𝑥2,1, 𝑥3,0 ; 

𝑛 = 3,𝑚′ = 101, 𝜎 = 𝑥1,1, 𝑥2,0, 𝑥3,1 ; 

𝑛 = 3,𝑚∗ = 111, 𝜎 = 𝑥1,1, 𝑥2,1, 𝑥3,1 ; 



• OTS ⇒ SIG 

• Each node of the tree is an OTS

• Generate nodes when you need it  
(node𝑖 = PRF(𝑘, 𝑖))

• Parent node authenticates two children

• Leaf node authenticates the message

• sign(𝑠𝑘0, 𝐻(𝑝𝑘1||𝑝𝑘2))

• sign(𝑠𝑘1, 𝐻(𝑝𝑘3||𝑝𝑘4))

• …

• sign(𝑠𝑘4, 𝑚)

Tree-based Signature

𝑝𝑘0

𝑝𝑘1

𝑝𝑘3 𝑝𝑘4

𝑝𝑘2

𝑚=01



• Recently, NIST approved 
SPHINCS+ as a PQC standard 

• OTS dominates the cost of 
SPHINCS+.

SPHINCS+

Signature Size

OTS FTS Other

Signing Time

OTS FTS Other



• One hash value (𝜆 bit) to encode 
only 1 bit message

Lamport’s One-Time Signature

Let 𝐻 be a cryptographic hash function, 𝑦𝑖,𝑗 = 𝐻(𝑥𝑖,𝑗)

𝑠𝑘 =
𝑥1,0 𝑥2,0 … 𝑥𝑛,0
𝑥1,1 𝑥2,1 … 𝑥𝑛,1

, 𝑝𝑘 =
𝑦1,0 𝑦2,0 … 𝑦𝑛,0
𝑦1,1 𝑦2,1 … 𝑦𝑛,1

𝑛 = 3,𝑚 = 010, 𝜎 = 𝑥1,0, 𝑥2,1, 𝑥3,0 ; Check if 𝐻(𝜎𝑖) = 𝑦𝑖,𝑚𝑖



• 𝑠𝑘 = [… , 𝑥𝑖 , … ]

• 𝑝𝑘 = … ,𝐻𝑤−1 𝑥𝑖 , …

• sign(sk,𝑚):
• 𝑚= 𝑚1, … ,𝑚𝑙 , base-w number

• 𝜎 = [… ,𝐻𝑚𝑖 𝑥𝑖 , … ]

• verify(pk, 𝑚, 𝜎):
• 𝐻𝑤−1−𝑚𝑖 𝜎𝑖 = 𝐻𝑤−1 𝑥𝑖 = 𝑝𝑘𝑖

• 𝑚 = 0,2,1

• 𝜎 = [𝑥, 𝐻2 𝑥2 , 𝐻(𝑥3)]

(Naïve) Winternitz One-Time Signature (WOTS)

𝑥1

𝐻(𝑥1)

𝐻2(𝑥1)

𝐻3(𝑥1)

𝑥2

𝐻(𝑥2)

𝐻2(𝑥2)

𝐻3(𝑥2)

𝑥3

𝐻(𝑥3)

𝐻2(𝑥3)

𝐻3(𝑥3)

𝑝𝑘

𝑠𝑘



• 𝑠𝑘 = [… , 𝑥𝑖 , … ]

• 𝑝𝑘 = … ,𝐻𝑤−1 𝑥𝑖 , …

• sign(sk,𝑚):
• 𝑚= 𝑚1, … ,𝑚𝑙 , 0 ≤ 𝑚𝑖 < 𝑤

• 𝜎 = [… ,𝐻𝑚𝑖 𝑥𝑖 , … ]

• verify(pk, 𝑚, 𝜎):
• 𝐻𝑤−1−𝑚𝑖 𝜎𝑖 = 𝐻𝑤−1 𝑥𝑖 = 𝑝𝑘𝑖

• 𝑚 = 0,2,1

• 𝜎 = [𝑥, 𝐻2 𝑥2 , 𝐻(𝑥3)]

(Naïve) Winternitz One-Time Signature (WOTS)

𝑥1

𝐻(𝑥1)

𝐻2(𝑥1)

𝐻3(𝑥1)

𝑥2

𝐻(𝑥2)

𝐻2(𝑥2)

𝐻3(𝑥2)

𝑥3

𝐻(𝑥3)

𝐻2(𝑥3)

𝐻3(𝑥3)

𝑝𝑘

𝑠𝑘

So we can encode log2𝑤 bit 
message on a length-𝑤 chain 

with only one hash value?



• NOT Secure!

• Adversary can forge any 𝑚′ such 
that 𝑚′ ≥ 𝑚 i.e. ∀𝑖,𝑚𝑖

′ ≥ 𝑚𝑖

• 𝑚 = 0,2,1

• 𝜎 = [𝑥, 𝐻2 𝑥2 , 𝐻(𝑥3)]

• 𝑚′ = 1,2,2

• 𝜎 = [𝑥, 𝐻2 𝑥2 , 𝐻2(𝑥3)]

(Naïve) Winternitz One-Time Signature (WOTS)

𝑥1

𝐻(𝑥1)

𝐻2(𝑥1)

𝐻3(𝑥1)

𝑥2

𝐻(𝑥2)

𝐻2(𝑥2)

𝐻3(𝑥2)

𝑥3

𝐻(𝑥3)

𝐻2(𝑥3)

𝐻3(𝑥3)

𝑝𝑘

𝑠𝑘



Encoding of WOTS

• Encode messages such that for each pair 𝑚 ≠ 𝑚′, neither 
encode 𝑚 ≤ encode(𝑚′) nor encode 𝑚 ≥ encode(𝑚′)

• Simple Solution: 
• encode(𝑚) = 𝑚|| ഥ𝑚,where ഥ𝑚𝑖 = 𝑤 − 1 −𝑚𝑖

• Sign the encoded message

• Proof
• Suppose there are 𝑚 ≠ 𝑚′ such that encode 𝑚 ≤ encode(𝑚′)

• Then 𝑚 ≤ 𝑚′ and ഥ𝑚 ≤ ഥ𝑚′

• Then 𝑚 = 𝑚′,

• Contradiction to 𝑚 ≠ 𝑚′



Encoding of WOTS

• Encode messages such that for each pair 𝑚 ≠ 𝑚′, neither 
encode 𝑚 ≤ encode(𝑚′) nor encode 𝑚 ≥ encode(𝑚′)

• Better Solution: 
• encode(𝑚) = 𝑚||𝑐, where 𝑐 = ∑ ഥ𝑚𝑖

• Sign the encoded message

• Proof
• Suppose there are 𝑚 ≠ 𝑚′ such that encode 𝑚 ≤ encode(𝑚′)
• Then 𝑚 ≤ 𝑚′ and 𝑐 ≤ 𝑐′
• There is an index 𝑖 such that 𝑚𝑖 < 𝑚𝑖′ because 𝑚 ≠ 𝑚′ and 𝑚 ≤ 𝑚′
• But 𝑐 = ∑ ഥ𝑚𝑖 > ∑ഥ𝑚′𝑖 = 𝑐′
• Contradiction to 𝑐 ≤ 𝑐′



Encoding of WOTS

• Encode messages such that for each pair 𝑚 ≠ 𝑚′, neither 
encode 𝑚 ≤ encode(𝑚′) nor encode 𝑚 ≥ encode(𝑚′)

• Better Solution: 
• encode(𝑚) = 𝑚||𝑐, where 𝑐 = ∑ ഥ𝑚𝑖

• Sign the encoded message

• Proof
• Suppose there are 𝑚 ≠ 𝑚′ such that encode 𝑚 ≤ encode(𝑚′)
• Then 𝑚 ≤ 𝑚′ and 𝑐 ≤ 𝑐′
• There is an index 𝑖 such that 𝑚𝑖 < 𝑚𝑖′ because 𝑚 ≠ 𝑚′ and 𝑚 ≤ 𝑚′
• But 𝑐 = ∑ ഥ𝑚𝑖 > ∑ഥ𝑚𝑖 = 𝑐′
• Contradiction

Checksum encoding 
is used in SPHINCS+ 

and XMSS



Constant-sum WOTS

• Encode messages such that for each pair 𝑚 ≠ 𝑚′, neither encode 𝑚 ≤
encode(𝑚′) nor encode 𝑚 ≥ encode(𝑚′)

• Our Solution: 
• encode 𝑚 ↦ C,where each 𝑣 ∈ 𝐶 is constant-sum i.e. ∑𝑖 𝑣𝑖 = 𝑠 = ⌊𝑙(𝑤 − 1)/2⌋
• Sign the encoded message

• Proof
• Suppose there are 𝑚 ≠ 𝑚′ such that encode 𝑚 ≤ encode(𝑚′)
• There must be an index 𝑗 such that 𝑣𝑗 < 𝑣𝑗

′

• However, ∑𝑖 𝑣𝑖 = 𝑠 = ∑𝑖 𝑣𝑖
′

• Thus ∑𝑖≠𝑗 𝑣𝑖 + 𝑣𝑗 = ∑𝑖≠𝑗 𝑣𝑖
′ + 𝑣𝑗

′

• Therefore ∑𝑖≠𝑗 𝑣𝑖 > ∑𝑖≠𝑗 𝑣𝑖
′

• There must exist an index 𝑘 such that 𝑣𝑘 > 𝑣𝑘
′

• Contradiction to 𝑣 ≤ 𝑣′



Constant-sum WOTS

• The concept of Constant-sum WOTS is not new [Vaudenay 1992]

• But we don’t know how to efficiently encode them.



Counting

• 𝐷𝑙,𝑠 = {𝑣 ∈ 𝑤 𝑙: ∑𝑖 𝑣𝑖 = 𝑠 }

• w : length of each chain

• ℓ :  the number of chains

• s : the sum of all chains

𝐷ℓ,𝑠 = 

𝑖=0

𝑤−1

𝐷ℓ−1,𝑠−𝑖

• Init

𝐷ℓ,𝑠 = ቊ
1, ℓ = 1, 0 ≤ 𝑠 ≤ 𝑤 − 1
0, ℓ ≥ 2, 𝑛 < 0

• Final Result
𝐷
ℓ,

𝑤−1 ⋅ℓ
2



• 𝑤 = 3

• 𝐷𝑙−1,𝑠 ≤ 𝑥 < 𝐷𝑙−1,𝑠 + 𝐷𝑙−1,𝑠−1

Encoding

𝐷𝑙−4,𝑠

𝐷𝑙−3,𝑠

𝐷𝑙−2,𝑠

𝐷𝑙−1,𝑠−4 𝐷𝑙−1,𝑠−3 𝐷𝑙−1,𝑠−2 𝐷𝑙−1,𝑠−1 𝐷𝑙−1,𝑠

𝐷𝑙,𝑠



• 𝑤 = 3

Encoding

𝐷𝑙−4,𝑠

𝐷𝑙−3,𝑠

𝐷𝑙−2,𝑠

𝐷𝑙−1,𝑠−4 𝐷𝑙−1,𝑠−3 𝐷𝑙−1,𝑠−2 𝐷𝑙−1,𝑠−1 𝐷𝑙−1,𝑠

𝐷𝑙,𝑠
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• Reduce ~2% signature size and 
hash function calls

• Stable Computing Time
• The number of hash function 

calls is fixed

Comparison
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• Improve SPHINCS+ by replacing 
their OTS with Constant-sum 
Winternitz OTS

• And we retune the parameter of 
SPHINCS+

Results

• The signature size and signing  
time are slightly better, but 
verification time increased.



Thank You!

Q & A
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